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Abstract: In wireless communication, due to the broadcast nature of medium, transmission can be overheard
by an eavesdropper. Physical layer security is emerging as one of effective means of securing wireless
communication against eavesdropping attacks. Random access is mostly used to set up a dedicated link between
a host station and a remote station. Therefore, the security of random access is important in wireless
communication. Channel-adaptive random access is proposed to reduce transmission power. In this paper, to
compare security performances of random access schemes, intercept probabilities are compared between
several random access schemes.
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1. Introduction

Due to the broadcast nature of medium in wireless communication system, transmission from a remote
station can be overheard by an eavesdropper for interception. OSI (Open Systems Interconnection) is network
model comprising seven layers and has been generally adopted in wireless networks [1]. In order to improve
security vulnerability, several security technologies are used at each layers [2]. Recently, physical layer security
is emerging as an effective means of securing wireless communications against eavesdropping attacks [2].

In wireless communication system, to set up a dedicated link between a host station and a remote station, a
random access is mostly used. Therefore, security of random access is essential for the security of wireless
systems. Conventional random access schemes do not consider the channel condition between a remote station
and a host station. With convention random access schemes, a remote station transmits a random access packet
as soon as a triggering event occurs regardless of channel condition. Therefore, high transmission power is
required for reliable random access.

To reduce transmission energy consumption for random access, channel-adaptive random access is
proposed in TDD (time-division-duplex) wireless communication systems [3]. With channel-adaptive random
access, since a remote station can estimate uplink channel condition by measuring downlink channel condition
by channel reciprocity [4], a remote station transmits a random access packet only when the channel gain is
greater and equal to a pre-determined threshold. If the channel gain is less than the threshold, a remote station
waits to transmit until the channel gain becomes greater or equal than the threshold. There are several
researches about channel-adaptive random access [3], [5]-[7]. However, security of channel-adaptive random
access has not been investigated.

In this paper, security performances are compared between conventional and channel-adaptive random
access schemes. By comparing the results of simulation, it is shown that channel-adaptive random access has
better security performance than conventional random access.
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Fig. 1: System Model

2. System Model

We consider a TDD wireless system consisting of a host station and a remote station in the presence of an
eavesdropper as in Fig. 1. In the Fig. 1, the solid and dash line represent the main channel (between a remote
and a host station) and wiretap channel (between a remote station and an eavesdropper), respectively. The host
station periodically broadcasts a pilot signal and a remote station can estimate a uplink channel using the
received pilot signal by channel reciprocity [4] and path loss L. A remote station transmits a random access
packet consisting of preamble sequence c(t) for duration T,, . The transmitted sequence c(t) is normalized to

satisfyTifoTplc(t)IZdt = 1.With channel-adaptive random access, after estimating uplink channel condition, a
p

remote station transmits a random access packet only when the channel condition is greater than pre-
determined threshold gy, [3].

It is assumed that the both main and wiretap channel is slow time-selective. It is further assumed that the
main channel gain yz and wiretap channel gain yg are mutually independent. Channel gain is inversely

proportional to path loss L. Therefore, channel gain y can be expressed as y = %, where g is small-scale

channel component. The small-scale channel gain is normalized to satisfy E[g] = 1. The case of Rayleigh
fading channel model is assumed, the pdf (probability density function) of small-scale channel gain f;(g) is
exp(g).

Since the remote station transmits a random access packet with power proportional to path loss, the
received power is dependent on g and normalized power P by L. The normalized consumed transmission
energy is Ep = PT, . With channel-adaptive random access, since a remote station has a knowledge of channel
condition, the transmission power can be a function of g. In this paper, constant power allocation P.(g) and
channel inversion power allocation P;,,,(g) are considered [3] and these are expressed as

_ PC' g = Gth,
Pe(g) = {O, otherwise, (1)

where P is constant power and

' _(P/g g = gen
Pinv(g) = {0, otherwise, ”

where P; is constant power, respectively. In the case of constant power allocation for channel adaptive random
access scheme, if gy, is set to zero, it is the same case as conventional random access scheme.
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3. Performance

Contributions to the congress are welcome from throughout the world. Manuscripts may be submitted to
Secrecy capacity C; is the difference the capacities of the main channel C,, and wiretap channel C,, , that is
Cs = C, — C,,. When C,, is less than C,, (Cs < 0), the intercept event occurs. Intercept probability is defined
as the probability of occurrence of an intercept event and is calculated as [8]

Pintercept = Pr(Cs < 0). 3)

In order to improve transmission security, it is important to reduce intercept probability. Therefore, in this

section, the intercept probabilities are investigated with conventional and channel-adaptive random access.

The received signal at the host station r,, and eavesdropper r,, are expressed as

ry,(t) = ’f—:P(gm)Lm + n,, (), 4)

where n,, (t) is AWGN (Additive White Gaussian Noise) with power spectral density N, at a base station and

ry(t) = /f—::P(gm)Lm +n,(t), (5)

where n,, (t) is AWGN with power spectral density N, at an eavesdropper, respectively. The security capacity
can be calculated as [8]

Cs = log, (1 + %&qm)) —log, (1 + %ﬁl‘zm)) (6)

where A = L,,/L_m.
With conventional random access scheme, the security capacity Cs cony IS cOMputed as

Cs,conv = log, (1 + %) —log, (1 + %). @)

When it is assumed that a remote station transmitted a random access packet with channel-adaptive random
access, the pdf f.(g’) of equivalent main small-scale channel gain g',, is obtained as in [3]. When a remote
station transmitted a random access packet, the security capacity for constant Cs ;0,5 and channel inversion
power allocation Cg ;,,, are computed as

Cocony = 10g, (1-+225) —log, (1 + %), ®)
and
Cs,inv = log; (1 + :—(’)) —log, (1 + &—PI;L), 9)

respectively.

In a equation of security capacity , since the logarithm is a monotonically increasing function, intercept
probability can be obtained by comparing received SNRs (Signal to Noise power Ratio) [8] at a base station and
an eavesdropper.

4. Simulation Result

In this section, simulation results are presented for intercept probability of several random access schemes.
For the results, the channel gain thresholds g, are chosen to satisfy p, = Pr{g < g} = 0.2 and 0.7. In
addition, P and P, are set to satisfy Ep /N, = 20 dB given gy,. Fig. 2 shows the intercept probability versus
main to wiretap pass loss ratio A with p, = 0.2. With conventional random access, A is 20.0 dB for pintercept =
1072, When channel-adaptive random access is used, A is 11.6 dB for Dintercept = 10~2 with both constant and
channel inversion power allocation. Fig. 3 shows the intercept probability versus main to wiretap pass loss ratio
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A with p, = 0.7. With conventional random access, A is 20.0 dB for pintercept = 1072. When channel- adaptive
random access is used, A is 5.6 dB Pintercept = 10~2 with both constant and channel inversion power allocation.

Fig. 2 and 3 show that when channel-adaptive random access is used, the intercept probabilities are the same
with both constant and channel inversion power allocation.
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Fig. 2: Intercept probability versus A. (p, = 0.2)
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Fig. 3: Intercept probability versus A. (p, = 0.7)
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5.

Conclusion
This paper investigates the security performance of several random access schemes. The results show that

intercept probability decreases, as main to wiretap pass loss ratio A increases. Furthermore, when channel-
adaptive random access is used, the lower intercept probability can be achieved than when conventional random
access is used. Therefore, it is observed that channel- adaptive random access can achieve better transmission
security against eavesdropping attacks.
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